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“Kompyuterning axborot xavfsizligini ta’minlash” mavzusi
bo’yicha laboratoriya mashg’ulotini olib borish texnologiyasi
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10-laboratoriya ishi

Mavzu: Kompyuterning axborot xavfsizligini ta’minlash
Reja:
10.1. Antivirus dasturidan foydalanish yo’llari.
10.2. Offis dasturlani hujjatlarini himoyalash.

Laboratoriya ishini magsadi: Talabalarda kompyuterlarda axborot
xavfsizligini ta’minlashda antivirus dasturidan foydalanish ko‘nikmalarini hosil
qilish.

Orgtexnika jixozlari: Zamonaviy kompyuterlar; videoproektor; video ekran
(doska); Internet tarmog‘i. Zamonaviy operatsion tizimlari o‘rnatilgan
kompyuterlar; Videoproektor, Brouzerlar, Antivirus ilovalari.

Nazariy gism.
Axborot xavfsizligini.

Zamonaviy kompyuter tizimlarining yaratilishi hamda Internet tarmoglarining
paydo bo‘lishi axborotlarni himoya qilish muammosining xarakteri va ko‘lamini
keskin o‘zgartirib yubordi. Yuqori ahamiyatga molik maxfiy axborotlardan
foydalanish, ularni o‘zgartirish, nusxalash kabi amallar jismoniy va yuridik shaxslar
vakolatlari bilan aniglanadi. Axborot o‘ta muhim bo‘lganligi sababli ular
saglanadigan kompyuter tizimlariga nisbatan salbiy harakatlar sodir etilishi mumkin.
Masalan, buzg‘unchi o‘zini boshqa foydalanuvchi kabi ko‘rsatishga intilishi, aloga
kanalini bildirmasdan eshitib olishi yoki tizim foydalanuvchilari o‘zaro
almashayotgan axborotni ushlab olishi va o‘zgartirishi mumkin. Yomon niyatli
odamlar maxfiy axborotlarni o‘g‘irlash, buzish yoki yo‘q qilish kabi g‘arazli
magsadlarini amalga oshirish uchun zamonaviy kompyuter tizimlari va tarmglaridan
foydalanib kelmoqda. Shunga o‘xshash xavflardan himoyalanish uchun oldindan
ularning amalga oshirilish yo‘llarini aniglash, so‘ngra axborotni himoya qilishga
mos tizimni ishga tushirish lozim. Axborotning ishonchliligi va butunligini
ta’minlash magsadida turli usul va vositalarni ishlatish, choralar ko‘rish va tadbirlar
o‘tkazish orqali kompyuter xavfsizligini ta’minlash mumkin. Kompyuterni zararli
dasturlardan himoya qilish muammolari operatsion tizim, dasturlar, shuningdek,
kompyuterga o‘rnatilgan qurilmalar yordamida hal etiladi.

Kompyuter xavfsizligi — kompyuterdagi ma’lumotlarni tasodifiy yoki qasddan
o‘chirish, o‘zgartirish, zararlash yoki yo‘q qilishdan himoyalash.

Zararli dastur — kompyuter tizimi va unda saglanadigan fayllarga zarar
yetkazish yoki buzish uchun mo‘ljallangan kompyuter dasturi.

Axborotlarni muhofaza qilishga bo‘lgan asosiy tahdidlaridan biri — kompyuterga
“kirib olgan” zararli dasturlardir. Ular ma’lumotlarning yaxlitligiga tahdid solishi
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mumkin. Zararli dasturlarning eng keng targalgan turi — kompyuter viruslari.
Kompyuter virusi dastur, hujjat yoki axborot tashuvchi qurilmalarning ma’lum bir
gismiga kirib oluvchi parazitar dastur kodi hisoblanadi.Parazitar dastur kodi
kompyuterda turli zararli ishlarni amalga oshiradi. O‘zidan nusxa ko‘chirish,
axborotdan ruxsatsiz foydalanishni amalga oshirishAxborot xavfsizligini ta’minlash
muammolarining dolzarbligi va muhimligiga quyidagilar sabab bo’Imoqda:

Kompyuter virusi — o°z-o‘zidan ko‘payuvchi, kompyuter tarmogqlari va axborot
tashuvchilari orqgali erkin targaluvchi hamda kompyuter, unda saglanayotgan
axborot va dasturlarga zarar yetkazuvchi dastur kodi yoki buyruglar ketma-ketligi.
Xususiyati, asosan, virusli dasturlarga xos. Virus, aksariyat hollarda, nosozlik va
buzilishlarga sabab bo‘ladi. U gandaydir hodisa yuz berishi bilan, masalan, oldindan
belgilangan aniq kun (vaqt) kelishi bilan ishga tushishi mumkin. Ko‘plab virusli
dasturlar ma’lumotlarni yo‘q qiladi yoki kompyuterining normal ishlashiga yo‘l
bermaydi. Viruslar qayerdan paydo bo‘ladi? Ularni malakali darsturchilar o‘z
gfarazli niyatlarini amalga oshirish, kimdandir o‘ch olish, turli tashkilot va
korxonalarda ragobat va zararlarni keltirib chigarish hamda pul ishlash magsadida
“yozadi”. Virus “yozuvchi” shaxs virmeyker deb ataladi.

Internet global
tarmog'i Elektron pochta
(.“I
e
Litsenziyasisiz
dasturiy
ta’minot

4.1- rasm. Zararli dasturlarning kompyuterga kirishi yo‘llari

Virusning kompyuterdagi “hayot tarzi”, asosan, 4 bosqichda kechadi:
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Foydalanuvchi kompyuteridagi Internet yoki tanishlaridan olgan virusli dasturni
ishga tushiradi. Bu bosgichda virus dasturi ishlamaydi, fagat foydalanuvchi
kompyuteri yoki dasturiy ta’minotiga kirib oladi va hech qanday harakat qilmaydi.

Dasturni yuklashdan oldin yoki keyin virus faollashadi va ko*‘payishni boshlaydi.
Virus o‘z nusxalarini boshqa dastur yoki diskdagi ma’lum tizim maydonlariga
joylashtiradi. Virus kompyuterga zarar yetkazishi mumkin bo‘lgan barcha fayllarni
topadi va o‘zini faylning boshi yoki oxiriga yozib qo‘yadi. Hujum qiladigan
belgilangan sana kelganda, virus vayronkorlik harakatlarini amalga oshiradi.
Belgilangan sana tugaguncha virus turli kichik-kichik zararlarni amalga oshiradi,
masalan, qgattiq diskdagi kichik maydonlarni “shifrlashi” mumkin.

Kompyuterga zararli dasturlar kirganligining bir gancha belgilari mavjud:

» ckranga ko‘zda tutilmagan xabar, tasvirlarni chigarish hamda ovozli
xabarlarning berilishi;

» disk yurituvchilarning o‘z-o‘zidan ochilib-yopilishi, tez-tez qattiq diskka
kirish;

* turli dasturlarning o‘z-o°zidan ishga tushirilishi;

* oldin muvaffaqiyatli ishlagan dasturlarning ishlamay qolishi yoki noto‘g‘ri
ishlashi;

* kompyuterning sekin ishlashi;

* operatsion tizimning yuklanmasligi;

+ diskdagi fayllar sonining keskin oshib ketishi;

+ fayl va kataloglarning yo‘qolib qolishi;

» kompyuter ishlash jarayonida tez-tez bo‘ladigan “osilib qolish”, buzilish va
hokazolar.

Zararli dasturlarning turlari ko‘p.

Qurtlar (ingl. Worm) nomiga mos ravishda juda tez o‘z-o‘zidan ko‘payuvchi
viruslardir. Odatda, bunday viruslar Internet yo‘li Intranet tarmoqlari orasida
targaladi.

Rutkit virusi (ingl. Rootkit viruses) — jabrlanuvchi kompyuteriga
administrator sifatida kirish huqugini beruvchi kompyuter dasturi. Virusning bu
turi eng xavfliligi va yashirinishga mohirligi bilan alohida ajralib turadi.

Josus dastur (ingl. Spyware), ko‘pincha, odamlar harakatini onlayn tarmoq
orqali kuzatib borish uchun ishlatiladi. U zararli dasturlarning ko‘pchiligini gamrab
oladi va foydalanuvchiga bildirmasdan, uning xatti-harakati, xulg-atvori, manzili,
paroli, kredit karta tafsilotlari haqidagi ma’lumotlarni to‘playdi.

Zombi (ingl. Zombie) kiberjinoyatchiga foydalanuvchi kompyuterini
boshqarishga ruxsat beradi. Zombi virusli dastur bo‘lib, u Internetga ulangan
kompyuterga kirganidan so‘ng tashqaridan boshqariladi va kiberjinoyatchilar
tomonidan boshga kompyuterlarga hujum uyushtirish magsadida ishlatiladi.

Reklamali dastur (ingl. Adware) — foydalanuvchiga yo‘naltirilgan reklama
e’lonlarini namoyish qilish uchun ishlatiladigan dasturiy ta’minot. U foydalanuvchi
kirgan veb-saytlarni tahlil gilishi va ularga xuddi shunday mazmundagi
reklamalarni yo‘naltirishi mumkin.



Troyan (ingl. Trojan) eng xavfli va zararli kompyuter dasturi bo‘lib, u zararsiz
(masalan, o‘yin yoki yordamchi) dasturlarda yashirinadi. Dastur ishga tushirilgach,
virus kabi harakat gila boshlaydi va kompyuterdagi fayllarni yo‘q qiladi yoki
buzadi.

Kompyuter viruslaridan himoyalanishni 3 bosgichda tashkil etish mumkin:

1-bosgichda viruslarning kompyuterga kirishi oldini olish;

2-bosgichda virusli hujumlarning oldini olish;

3-bosqichda virusli hujumlar ta’sirini kamaytirish.

Mavjud axborotlarni himoyalash uchun kompyuter viruslariga garshi dasturiy
vositalar bozorida kompyuter viruslaridan himoyalanish, ularni yo‘q qilish va
aniglash uchun bir necha maxsus dasturlar yaratilgan. Bunday dasturlar antivirus
dasturlarideb ataladi.

Taqqoslash uchun zarur ma’lumotlar antivirus dasturining ma’lumotlar bazasida
saqlanadi. Antivirus bazasini doimiy ravishda yangi viruslar haqidagi ma’lumotlar
bilan to‘ldirish, boshqacha aytganda, viruslar bazasini yangilash antivirus
dasturlari muvaffaqgiyati ishlashining asosiy omilidir.

Antivirus dasturlarining turlari.

Detektorlar anig virusning xarakterli holatini gidiradi, operativ xotira yoki
fayldagi kerakli ma’lumotni aniqlaydi. Kamchiligi: ular o‘zlariga ma’lum
virusnigina aniqlaydi, yangi viruslarni esa aniglay olmaydi (Aidstest, Doctor Web,
MicroSoft AntiVirus).

Doktorlar (faglar) detektorlarga xos ishni bajargan holda zararlangan fayldan
viruslarnichigarib tashlaydi va faylni oldingi holatiga gaytaradi. Doktor dasturlar
ko‘p miqdordagi viruslarni aniqlash va yo‘q qilish imkoniyatiga ega (AVP,
AidsTest, Scan, Kaspersky Antivirus, Norton Antivirus, Doctor Web, Panda).

Revizorlar— eng ishonchli himoyalovchi vosita. Dastlab dastur va diskning
tizimli sohasi haqidagi ma’lumotlarni xotiraga oladi, so‘ngra ularni dastlabkisi bilan
solishtiradi. Mos kelmagan holatlar haqida foydalanuvchiga ma’lum qiladi (ADinf,
Kaspersky Monitor).Vaksinalar dasturlar ishlashini davom ettirib, ularni viruslar
yuqtirgandek qilib o‘zgartiradi. Natijada, viruslar bu dasturni zararlangan, deb
hisoblaydi va bunday fayllarga “yopishmaydi”. Faqat ma’lum viruslarga
nisbatangina vaksina qgilinishi uning kamchiligi hisoblanganligi sababli bunday
antivirus dasturlar keng targalmagan (Anti Trojan Elite, Trojan Remover, Dr.Web
Curelt, Web WinWord).

Filtrlarkompyuter tezkor xotirasida qo‘riglovchi dasturlar ko‘rinishida (rezident
kabi) joylashadi, viruslar tomonidan zararni ko‘paytirish va ziyon yetkazish
magsadida operatsion tizimga gilinayotgan murojaatlarni ushlab goladi hamda bu
haqida foydalanuvchiga ma’lum qiladi. Foydalanuvchi ushbu amalni bajarish yoki
bajarmaslikka ko‘rsatma beradi.

Filtr-dasturlar foydali bo‘lib, u virus ko‘payib ulgurmasidan oldin aniglab beradi.
Ular disk va fayllarni tozalay olmaganligi sababli, viruslarni yo‘q qilish uchun
boshqa dasturlar kerak bo‘ladi (Flushot Plus, Antirus, Outpost Security Suite,
Agnitum Outpost Firewall).



Yangi viruslarning to‘xtovsiz paydo bo‘lib turishini hisobga olib, antivirus
bazalarini doimiy ravishda yangilab turish hamda kompyuter (protsessor, operativ
xotira, operatsion tizim)ga mos antivirus dasturlarining oxirgi versiyalaridan
foydalanish talab gilinadi.

Kompyuterda viruslarni qidirish ma’lumot tashuvchilarni skanerlash (ingl.scan)
orgali  amalga oshiriladi. Skanerlash vaqgtida operativ xotira va saglash
vositalarining virus bilan  zararlangan yoki zararlanmaganligi tekshiriladi.
Skanerlash natijasida aniqlangan viruslar  o‘chiriladi yoki bartaraf etiladi.
O‘zgartirilgan (zararlangan) fayllar imkon qadar asl holatiga gaytariladi.

Quyidagilar hozirgi kunda eng keng targalgan antivirus dasturlari hisoblanadi:
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Avast Free AVG AntiVirus Avira Free Bitdefender Total ESET NOD32
Antivirus FREE2021 Antivirus Security Smart Security
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Kaspersky Dr.Web Antivirus
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Norton AntiVirus McAfee VirusScan Microsoft Security Adaware Free ClamWin Free
Enterprise Essentials Antivirus Antivirus
4.3-rasm.

Bu antivirus dasturlarining aksariyati to‘lovli mahsulotlar hisoblanadi, lekin
shaxsiy kompyuterlar uchun ularning bepul analoglari ham mavjud.

ESET NOD32 virus, zararli dastur, qurt, rootkit, ekspluatatsiya, ransomware,
fishing dasturlari kabi zararli dasturlardan himoya giladi. U kam joy egallaydi, bu
esa kompyuter sekinlashuvining oldini oladi.



Amaliy gism.

Laboratoriya topshirig‘ini bajarish.

1- topshiriq.

ESET NOD32 antivirusi dasturi xozirgi kunda keng targalgan antivirus dasturi
xisoblanib eng qo’lay antivirus dasturi xisoblanadi bu dasturdan foydalanish uchun

unu kompyuterga o’rnatib olishimiz kerak bo’ladi

1-gadam.

Eset nod 32 dasturining .exe faylini ishga tushiramiz 5.1-rasm.
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5.1-rasm.

Eset nod 32 dasturining o’rnatilish jarayoni boshlanadi 5.2-rasm.

ESET MOD32 Antivirus

[Elj MNopoxamte, noka Windows HacTtpout ESET NOD32 Antivirus

Omena

5.2-rasm.

O’rnatilish jarayoni tugaguncha kutamiz 5.3-rasm.
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2- gadam.
Eset nod 32 dasturini ishga tushiramiz 5.4-rasm.
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5.4-rasm.

Eset nod 32 dasturini viruslaga garishi kurashish uchun uning bazasini internet
tarmog’idan yuklab olib yangilab borishimiz zarur bo’ladi bunig uchun quydagi
amallarni bajaramiz.

3-gadam.
Eset nod 32 anitivirus dastunini bazasini telegramdagi
t.me/eset_nod32_Antivirus_bazalar (https://t.me/eset nod32 Antivirus bazalar)

kanalidan yuklab olishimiz mumkin 5.5-rasm.
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https://t.me/eset_nod32_Antivirus_bazalar

4-qadam.
Eset nod 32 anitivirus dasturi bazasi arixivlangan papka ko’rinishida bo’ladi.
Biz bu papkani arxivdan chigarib olishimiz kerak 5.6-rasm.
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5-qadam.
Arxivlangan papkadagi fayllar arxivdan chiqarilgandan so’ng papka
yugorisidagi manzilni nusxalab olamiz. 10.7-rasm.

- x

o » nomsa

®aiin  Mpaska ©wa  Cepenc

Ynopaaounte ¥ Brnrauute seibpanyre nanky & GuGnuotery ~ MpegocTasnte gocTyn K = Hosan nanka o~ TH o
A
N nod0A33.nup nod0D71.nup nod0DAD.nup
3t BeicTpeiit gocTyn
nod0E9D.nu nod0F37.nuy| nod1AFAny
[ PaBounii cron * P P "
nod187A.nup nod1D5D.nup nod1E4D.nup
& 3arpyan ~
B fowpuee . nod1E4E.nup nod02D5.nup nod2ADG.nup
o nod2B32.nup nod2D44.nup nod2FFl.nup
= Vsobpakerna *
nod3A%T.nup nod3Bl4.nup nod3CFl.nup
Hogzs nanka +
nod3E67.nup nod4AADnup nod4CFa.nup
Ichi dasturlar
noddD3C.nup nod5A0B.nup nodSA0D.nup
Laboratoriya
nod5845.nup nod3D0D.nup nod5DDC.nup
0'quv go'llanma?
nodBAFE.nup nod7COD.nup nodBAB2.nup
Telegram Desktop
nodgE60.nup nod8F24.nup nod$B9E.nup
& Onelrive nodSD4.nup nod9072.nup nod3D86.nup

5.7-rasm.

6-qadam.
Eset nod 32 anitivirusning sozlamalar bo’limiga o’tamiz va klaviyaturadagi F5
tugmasini bosamiz. 5.8-rasm.

() ESET NOD32 Antivirus -

WHtepdeiic~ Hacrpodku~  Cel

ESET NOD32 Antivirus 4

B CoCTOAHNE 3aLWLMTLI % HaCTpOIFIKa

CraHupoeanue MK
B\

- 33LHTa OT BUPYCOB W LUNMOHCKMK NPOrpami
OBHoBNEHNE ~ .
3aLmTa daitnDB0i CHCTEMBI B PEXIIME PEANBHOTO BpeMenn v Biiovera
L “ 3alumTa NOUTOEOIO KIMEHTa + BintoueHa
*‘ Hactpoiika 3awwmra gocTyna & MnTeprer + BrnwoueHa
Artvenpyc

ET NOD32 Antivirus

. Mpowsewna owuéka npu sarpysxe daii
a ChykeBHble Nporpans HacTpoiika MMeHIn NOALSOBATENR 1 NAROA AAR DEHOBNEHHR. . oBHOBREHME,

HacTpolika npokcu-cepeepa...

TapaMETpE! MMNOpTa M 3KCNOPTa..

\e Chpagka W NoAAepXKa
BU0A DEET0 ASPERE PACLINPEHHED MaPEMETPOR... ('__—-_

5.8-rasm.
Hosil bo’lgan oynadan o6rosrenue bo’limiga o’tamiz va u3meHuTh tugmasini
bosamiz tanlaymiz. 5.9-rasm.

ESET NOD32 Antivirus ? et

Hacrpoiika

) 3aWMTa OT BMPYCOS M WRMOHCKMX Mporpa | BeiBparHeni npaduns:
[=- 331MTA B PEXMME PEANSHOrD EDEMEH Moii Mpodmns

H . AononHuTensHee HEHDDﬁM
SLLMTa AOKYMEHTOB

OFHoBITS HaCT POl SbiBparHoro npodmns

q [+ 381MTa NOUTOBOrD KNMEHTE Cepoep obrosneriai:
- MoHToBkIE KAMEHTHI BeibpaTs asToMaTNECM
i b flefictBuA
H WMs nonb3oBaTens: MNapons:
POP3, POP35
- 381MTa LOCTYNE B MHTEPHET
(- HTTP, HTTPS . —
- Crarmposanve MK na Tpefosarma JlonoNHATENbHEIE HECTPOMKM OBHOBNEHMA: HacTpoiika, .,
-~ iarntouerna OUMCTHTE K3W 0BHOSREHMil: Q4MCcTHTE
[JHe orofpaxats v of yerewHom of

-~ ©afine xypHana

- KapaHTWH

- MNEHAPOBLULMK.

- MPEAYNPEXAEHIAA U YEENOMNEHHS
CicTema ceoespeMeHHoro ofHapyKer
CucTemHble oBHOBREHNS

) MrTepdeiic v
< >

Omena Mo yMoN4aHWo

5.9-rasm.

12



Hosil bo’lgan oynaning ko’rsatilgan maydonga (5.7-rasm)dagi papka manzili
nusxasini tashlaymiz va Jlo6aButs tugmasini bosamiz. 5.10-rasm.

T Antivirus ? X

Hactpoiika

| Bt v
Crncok cepeepos oBHosneHwii ? X [

- 3BUIMTE OT BUDYCOE M L
38WMTa B pexIME Pd
[ononHUTE b}
m 3alHTa NOKYMEHTOR
y Sauprma nosrosoro i || C:\Users\MDIM\Desktop|Hosas nanka\@eset nod_32_bazs ESS 03.04.2023) | | &

- ~ | | MamenuTe. ..
B MosTossie kmen e nenos obHoBNer L 2

{ AeiicTeus
q | 7rwmmene
CraHuposanie MK i FererT
Py Wekniouerus
DUNETPELMA NPOTO!
- OBHOBNEHME

|- CRyREBHEIE MPOFpaNHE!
@aiins! xypHana
KapaHTHH
MnaHMpoBLL
MpeaynpesaeHis 1
Cucrena ceoespemel
CucTEMHEIE 0BHOBNEHNR
- WHTepdeiic v
< >

Cepeeps! oBHOBNEHMIT:

OTmena

ok OtveHa Mo yMonuaHo

5.10-rasm.
Natijada 5.11-rasm ko’rinishiga o’tadi va ok tugmalarini bosamiz.

Hacrpotika

1 o e

Crncox cepsepos obrosnenuil ? X

[ 3a1MTa OT BHPYCOS 1 W
B 3awmTa B pexime Py
| [lononHUTENLHL
3aWMTa AOKYMEHTOE
=+ 3auTa nouToBoro | E

= . ~ | | MameHuTs
[ MowToBse KIMeN  cycon capsepos oBHOBREHMT [ i

Cepsepel obHoBEHMi:

C:\Users\MDIM\DesktopiHosan nanka\@eset_nod_32_baz

LobasuTe

| 3awmTa aocTyna B
HTTP, HTTPS

. CKaHmMposaHIe MK 1 UsHerTe
Wacnioyeris
DUAETPALIA MPOTO!

OfHoBneHHE

EJ- CnyweBHele Nporpammel

- Dalinel KypHana
KaparTiH

. MINEHAPOBILINK
Mpenynpesxneria u oK Tz

. CUCTEME CBOERp:
CucTemHbie ofHoBneHa

= MHTEpdeic v

< >

Yoanute

ok Otvera Mo yMonUaHID

ESET NOD32 Antivirus

Hactpoid

=] 3aW/Ta OT BUPYCOE M LUMOHCKNX Mparpa » | BbIOPaHHSIA npodins:
[H-3aMTa B PEXMME PEaNsHOMO BPEMEH Moit npodwine ~| | Opodwinu...
b ONOMHUTENBHEIE HACTPORKY

- 38UIMTA LOKYMEHTOS OBHOBMTb HACTPOMKK BeibpadHora npodmna

[=- 3aWKTa NoTOS0M0 KIMEHTa Cepeep obHosneHmit:
[ ——— C:\Users\MDIM\Desktop\Hosas nanka\@eset_nod_32_baza ESS 03,0420
! AsicTenn MA Nons308aTENR: Mapons:

POP3, POP3S
B —— \ \
HTTP, HTTPS

Crarmposaryre P no TpeBosarsmo flononHuTenbHbIE HaCTROG ofoBners: | HacTpoiiica...
~Haaodermn QuMCTUTE Kaw ofHoBneHmi: QuMCTHTE
- DUABTPALYA NPOTOKONOS
OfHoBneHIe [JHe oTobpanats y 0f yenewHoM o

- CnymxebHble nporpamms!

Dainsl KypHana
- KapaHThH
MNaHUPOBLLIK
TpEnYNPEXARHIA 1 YEELOMIEHAR
CucTema ceoespemenHoro ofHapymer
CHCTemHile oBHOBNEHHS
- MHTEpdeic w
< >

Omeria Mo ymomario

5.11-rasm.
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7-gadam.
Obnosnenue bo’limiga o’tib 5.12-rasmda ko’rsatilgan buruqni tanlaymiz.

(&) ESETNOD32 Antivirus - X

ESET NOD32 Antivirus 4

Wrepdefice Haopomkns Cepsnce Copaskaw

K2 cocrome sauums e [ loOV30UUE OUIMGKE OBHOBNEHVS 633 CHTHATYD
S Y

Q Ckanuposanme MK

= HeBO3MOXHO OBHOBUTE Basy AaHHbIX CUTHATYP BUDYCOB
%) OGHoeneHHe [ponsoLuna oLwNBKa npn sarpyske dainos aGHOEAEHMI,
061081 623y JaHHbX curHaTyp BupycoD

:“% Hactporika

a Cryke6Hbie nporpame: & Hacrpoiixa wuenn nonssosatens n napons..
Mocnegree ycnewHoe ofHosnenne: 06.04.2023 6:06:35
\9 Cnpaska n noagepxxa Bepcuns Gasel 4aHHBIX CATHATYp BUpYCOB: 5786 (20110114)

5.12-rasm.

Obnosnenue jarayoni 17 ta bosqichdan o’tadi anitivirus dasturi o’ziga kerakli
bo’lgan yangi fayllarni nusxasini bo’ bazasiga ko’shib oladi. 5.13-rasm.

ESET NOD32 Antivirus - b4

ESET NOD32 Antivirus 4

B s @) oomosrenne
2 0

CKaHupoeaHue MK
B

= OBHoENEHNE G236l A3HHIX CUTHATY] EMPYCOR
[~ Y —
o — =
< ‘ . Mpouece oBHosneHua: 99043 K6 / 146680 K6
3¢ Hacrpoiika
Wmn daiina: G MDIN\D: P _nod_32_baza ESS 03.04.2023\nod9D86.nup
OcTanocs spemenu (ce): 0
a CnyxeBHelE NPOrpankel
| Dpepeats |

W) Hacrpofixa MMEHN NONL3EBATENA 1 N3POA...

Mocneaee yenewroe obHoENEHHE: 06.04.2023 6:06:35
Bepcun Bab AsHbix cHrHaTyp Bupycos: 5786 (20110114)

5.13-rasm.
va nixoyat Eset nod 32 anitivirus dasturi maksimal darajada yangilanadi.
5.14-rasm.

(&) ESET NOD32 Antivirus - ml X

ESET NOD32 Antivirus 4

C
g SR a MakcumManbHas CTeneHb 3aLnTbl
HaBniogenne -
Cratucrka
+ AHTHBMpYCHAA 38LLMTE
Q CkaHupoBsaHue TK " 33LMTa OT LUNHOHCKAX NPOorpamm
Q OBHoBNEHWE .
Konudecteo oBHapy®eHHBIX aTak: 0
Bepcun supycroit Base qanmer curkatyps 27005

¥
% Hactpoiika
a CnyxeBHele NporpaMmel

'\9 Cnpaska 1 NoAAepxKa

Bia pacMpenHEid pexum  MzmMernTE. . ‘we protect your digital worlds

5.14-rasm.
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Kompyuterimizni viruslardan tozalash uchun 5.15-rasmda ko’rsatilgan

amallarni bajaramiz.

() £SETNOD32 Antivins

8-qadam.

ESET NOD32 Antivirus 4

B2 cocronsne saupmu

Qo K

(\ CkanuposaHue MK no TpebosaHuo

@ ooounen

¥ vocposa

xebyese NpOrpamm:

By pacumpenm i pesom 1

W 5 Fvor kowineoTep >

®ain Mpascs Bua Cepene

Ynopagounts ¥ Astoasnyex

s Beicrpeii aocryn

B Paouni cron

& 3apyon

% Bowpientss

=1 Mrospascenim
Hosas nanxa
31.02.2023 tadbie rejasi
O'quv qollanmaz
Rasmlar

To'garak
& OneDiive

5 3ror komnuorep
. Nowansrod e (C)

- Hosead Tou (D)

& Cen

Hoswifi ToM [03) Wencasscesnc: T

oransredt ancx Coob

-

Inessenron: 3 Butipan | snenear

[ —
(\ Crawnposamie MK
o\ F

@ osiosneine

* Hactpoiika

®

CRanuposane NOKATMHOTO ANCKD

Buextos crammpossHn

IaTa W BPEMA NOCAEANEFD CRANMPOBINWA

Pesynrarw noce

r0 CranmpoRaNIR:

e Gadinos

Texyusan sepenn sup,

e v

CaoRCTES CHCTEMS  YASAWTa WM MIMEHHTS RPCTDEMIMY

 YeTpoiicTea v aveks (2)

. Niowamsweeh ncr () Honus Tom (22
— -
. - 2716 ~ B caobd

 Ceteswie pacnonoxenus (1)
* I ABTOPE® 21010 @

@

2

Moaxascrurs ceresci guck

Orcpuits napamerpes

Omxpuams
Orxpeims & Homow orse

3aKpenuTh 1a nanesm GBICTROrO AOCTYa
Brnwoarm Bitlocker

[E e —

Cxmuponats nporpammoi ESET HOD32 Antivirus
Pacusmpenmsie gyweqit

Mpeapcrasim aocrym &

Boceranomums npesiora eepewo

Bobseurs s ubrmorery
Saxpenus e HausnkHow sepane

WinRAR
DopuaTHposaTs...
Kormposars

Cosaams apasix
Mepesmenosats

Ceoilerea

© Ouncria dainoe

e ot your gl i (3L

14575
NTFS

p CkaHupoBaHue MK o TpeboBaH0o

Xoa CKaHMpOEaHUR

Obvexr: C\Program Files\ Commeon Files\microsoft shared\ink
Konuuecrao yrpos:

[ Dapa | [ cron

W orpcese

9 Crpasia n nomnepxia

Bug PacLIMp eHHuIi pekM iz NEHNTS,

Hosoe caruposanue

Mokasats cranupoEaHIe 1 XypHan & OTgensHOM OKHE

HacTpoiika ckaHuposaHu,
[lata 1 BpEMA NOCREANErD CKaHNPOBaHIS: 03.04.2023 17:06:19

PesyeTaT! NOCAEAHERD CKaHNpOBaHIR: 0 3apaxenne paiinos
Tekywian eepcun BupycHoi 62zl aaku curHaTyp: 2

5.15-rasm
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1-gadam.

Laboratoriya topshirig¢ini bajarish
Microsoft Office dasturlari yordamida yaratilgan sohga doir hujjatlarni
himoyalash uchun quyidagi amallarni bajaramiz.

Menyular gatoridan @aziin bo’limiga kiramiz ceedenus bandidan sawuma
doxymenma buyrug’ini tanlaymiz. 5.16-rasm

C]

Caenennn
Cosgats,
Oriparrs
Coxpanus
Caxpanus Kkax
Mevats

OBt gocryn

Jxcnopr

3axpaims

Yuertan
sanmch

Mapamerpsi

10-Iaborateriya - Word (C6oit axtnsauny npoaykra) ? - x
Bxoa
10-laboratoriya
D: » SDVMU » O'quv qo'llanma2
3almTa AOKYMEHTa Ceorictea -
» 1 Ji7A OTKDBITHR ABHHOTO AOKYMEHTa TpeByETCA Napok, Pastep 3.20Meait
Sauwma Yncno crpanmy 16
el Uncno cnos 1812
OBuee Bpems npaskn 428
Haseatme [Jobasuts Hassanne
I, VIHCNEKTOp ;0KYMEHTOB Tern [Jobasurs Ter
= TMepeg nybnukayyeri 31oro Gaiina He 3abyaeTe, 4T on CogepxuT: MpHmedaria [JobasuTs npuMedarma
"*;m Ceoiicrsa WM 3BTOp 1 paHHbI
e CoASPANMOE, KOTOPOE HE CMOTYT NPOUECTE MKAN C OTPAHMHENHSIMA CoszanHbie AaTs!
BOIMONHOCTAI
smeneno Ceropyn, 8:55
Cosaro 14.10.2022 9:10
’_bl YnpasieH1e JOKYMEHTOM Haneuarano
Ql Bosspar, aiina 1 5o i
Ynpaenenne
AoKyUEHTOM ~ Cerogpn, 05 (asTocoxparenme) CBA3aHHbIE NOAL30BATENN
Astop .
Yuetran sannce MarkpocodTt
[Jobasurs asTops
Kem wsmeneno
MDIM
CBA3aHHbIE A0KYMEHTbI
[[] Ovkperrs pacnonoxenme daiina
Mokasats sce croiicTsa -

5.16-rasm.

va 3amudpoBaTh ¢ UCMOIb30BaHWeM napoist buyrug’ tanlanadi 10.17-rasm.

©

Caenernn
Cosgare
Oripbrms
Coxpatns
Coxpanns kak
Meviars

06l gocryn

Jxcnapr

Jakpoims

Yuernan
3anmnch.

Mapamerpsi

10-laboratoriya - Word (C6ofi akTwsaLumn npoayxra)

CeezneHwus

10-laboratoriya
D: » SDVMU = O'quv qo'llanma2

3awuTa AOKYMEHTa CeoiicTea ~

» 1+ [lR OTKPLITUA ABHHOTO ACKYMEHT TPEBYETCR NapOnb. Pasmep

Sauyma Uncna crpaniny
-
. Uncno enos
D MomeTTs Kak oKoHUaTENEHBIi OBuee spema npaskit
8 Momerka aokymerTa kax oxonuaTensHoro 1 Hassarue
HepegaKTVpyEMOTD Tern
3aumdposaTh ¢ UCROAL3OBaHWEM NaponR | on coaepRnT: Mpunenarma

3awuTa gokymenta naponem bie atHbIe uS0BpaKeHin

“OBN € OrPaHMLEHHBIMI

CeA3zaHHbIE AaTbI

OrpannumnTs pefakTnposakne
2rpa peaaiTpor -~ Vismeneno
Tanamn , KoTapsie
BHOCHTb NO/b30BATENAM Cosaaro
Orpanmunts socryn Haneuataro
& Mpeaocrasnerine aocyna ¢ orp &

S0SMOKHOCTH VIMERENA, KOHPOBAMIA K NENaTH
D JloGasutt undposyio nopnuce Aarop
R

OBecneueHine UENDCTHOCTH ACKyMeHTa MyTem Aobaneima
HeswauMOl UMdPOBOH noaTMCU

Kem usmereno

3,26M6aii
16

1813

430

[loBasuTs Hassarne
foBasuTs Ter

e

Ceropgnn, :06
14.10.2022 8:10

CBA3aHHbIE MONBL30BATENM

YueTHan sanuck Marikpocodt
[LoBasurs astops

MDIM

CBA3aHHbIE JOKYMEHTbI

[] Otkperts pacnoncskerme daiina

5.17-rasm.
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Hosil bo’lgan oynaga xohlagan nomdagi matin yani harf yoki ragamlarni
kiritamiz. Parolni ikki marta takror birxil matn kiritamiz va ok tugmasini bosamiz
5.18-rasm.

Uwrnn ¢ Uwene ¢
LndposaHue gokymeHTa 7 b MoaTeeps*aeHWEe Napona ? o
. - 3
LWndpoBaHne CoOgepAMMOro 3Toro daiina 3 LWngposaHne CO4epHUMOro 3TOrC Ganna
Naponek: HE MoagTeepaaeHME: il
(1111
TE T8
BHUMaHWe! 3a6kITEIA Nap0Ab BOCCTAHOBHTE B BHWMaHWe! 3aBBITHIA Naponk EOCCTAHOENTE =
"8 HesosmoxHo. CNNCOK NAPONER peKoMeEHYETCA "8 HeposMoMHO, CNMCOK Naponeil pekoMeHIyeToa
g  ¥PIHWTE B HAZEXHOM MECTE, |8l  XPAHWTE E HAZEXKHOM MECTE,
CnegyeT Tak#e NOMHWTE, Y4TO NpW BEOAE Napons )] CnegyeT TAKWE NOMHWTE, 4TO NPW EEDAE Napons 3]
YYHTEIEAETCA PEFMCTP BYKE. YUHTEIEAETCA PETMCTP BYKE.
3 Ie
OTmeHa = OTmeHa i
z Harneda . Faneda

Natijada ushbu parollangan hujjatga murojat etganimizda 10.19-rasmdagi oyna
hosil bo’ladi biz parolni to’g’r1 behato kiritib ok tugmasini bosamiz va hujjat
ochiladi. Bundan ko’rinib turibdiki parolni bilmagan foydalanuvchi bu hujjatdan
foydalana olmaydi bu esa bizning hujjatlarimizni havfsizligini ta’minlaydi.

Mapone ? >

BeegnTe naponk AnA oTKPRITMA Ganna
DA 10-laboratoriva, dood

K CTMeHS

5.19-rasm.
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6. laboratoriya ishi uchun vazifalar:

1-topshiriq: Internetdan Eset Nod32 antivirus dasturini yuklab oling va
o‘rnating.

2-topshiriq: Internetdan Eset Nod32 antivirus dasturini yuklab oling va
o‘rnating.

3-topshiriq: Flesh-disk va Kompyuteringizni antivirus dasturi bilan tekshiring.

4-topshiriq: Jadvalni to‘ldiring

Antivirus Afzalliklari Kamchiliklari
dasturlari

Mavzuni mustahkamlash uchun savollar.

Axborotlarni himoyalashning texnik va dasturiy vositalari
Fizik vositalar.

Axborotlarni himoyalashni apparat vositalari
Kodlashtirish

Kriptografiya

Stenografiyaning

Kalit tushunchasi

Almashtirish

9. Gammalashtirish

10.Taxliliy o’zgartirish

11.Axborotni ximoyalashning maqgsadlari

12. Antivirus vositalari quyidagi masalalarni hal etish uchun qo‘llaniladi:
13.kompyuter tizimlarida viruslarni topish;

14.virus — dasturlar ishini blokirovka qilish;

15.viruslar ta’sirining oqibatlarini bartaraf qilish.

N TR WDE
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Adabiyotlar ruyxati

Asosiy va qo‘shimcha o‘quv adabiyotlari va hamda axborot manbalari
Asosiy adabiyotlar

1. G‘ulomov S.S., Begalov B.A. Informatika va axborot texnologiyalari. Darslik. T.: “Fan”
nashriyoti, 2010 yil.

2. Kenjaboev A.T., Ikramov M.M., Allanazarov A.Sh. Axborot-kommunikatsiya texnologiyalari.
— Toshkent; O‘zbekiston faylasuflari milliy jamiyati nashryoti, 2017 yil.

3. Abdullaev Z.S., Mirzaev S.S., Shodmonova G., Shamsiddinov N.B. Informatika va axborot
texnologiyalari. — Toshkent: Alisher Navoiy nomidagi O‘zbekiston Milliy kutubxonasi nashryoti.
2012 yil.

4. Zokirova T.A., Xodieva R.M., Shoaxmedova N.X. — Internet texnologislari. O‘quv
qo‘llanma. — T.: TDIU, 2010 yil.

Xorijiy adabiyotlar

1. Misty E. Vermaat, Susan L. Sebok, Steven M. Freund. Jennifer T. Campbel, Mark

Frydenberg. Discovering Computers: Tools, Apps, Devices, and the Impact of Technology

(textbook). Cengage Learning. 20 Channel Center Street. Boston, MA 02210. USA, 2016.
2.Elochkin M.V., Branovskiy 10.S., Nikolaenko I.D. Informarionnsie texnologii. Uchebnik.

M.: Oniks, 2012 god.

Qo‘shimcha adabiyotlar
1. Mirziyoyev SH.M. Erkin va farovon demokratik O‘zbekiston davlatini birgalikda barpo
etamiz. Toshkent, “O‘zbekiston” NMIU, 2017 yil.
2. Mirziyoyev SH.M. Qonun ustuvorligi va inson manfaatlarini ta’minlash yurt taraqqiyoti va
xalq farovonligining garovi.“O‘zbekiston” NMIU, 2017 yil.
3. Mirziyoyev SH.M. Buyuk kelajagimizni mard va olijanob xalgimiz bilan birga quramiz.
“O‘zbekiston” NMIU, 2017 yil.
4. Vasilev A.N. Excel 2010 na primerax. — SPb.:SXB-Peterburg, 2010 god.
5. Garnaev A.IO., Rudikova L.V. Microsoft Excel 2010: razrabotka prilojeniy. -SXB-Peterburg,
2011 god.
6. Leonov V. PowerPoint 2010 s nuls. — M.: Dksimo, 2010 god.
7. Karchevskiy E.M., Filippov I.E., Fillipova I.A. Word 2010 v primerax. Uchebnoe posobie.
Kazan: Kazanskiy universitet, 2012 god.

Axborot manbalari:
1. https://ziyonet.uz
2. https://samvmi.uz
3. https://matworld.ru

4. https://math-pr.com
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http://www.ziyonet.uz-/
http://www.samqxi.uz/
https://matworld.ru/calculator/simplex-method-online.php
http://www.math-pr.com/zlp_1.php%20-
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